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|s Secure and

Usable Smartphone

Authentication

Asking Too Much?
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Janne Lindqvist, Rutgers University

There’s nothing wrong with having multiple
smartphone authentication systems—each

adapted to different device capabilities
and mobile contexts—as long as they'’re

complementary and don’t detract from the user

experience.

martphones have become nearly ubiquitous, en-
abling users to access communication, payment,
banking, entertainment, social networking, and
other services previously available only on desk-
top computers anytime, anywhere. However, this con-
venience comes with considerable security and privacy
risks. Smartphones contain intimate details of our lives:
who we talk to and spend time with, where we go, and, in-
creasingly, how we spend our money. With a stolen phone,
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an attacker can acquire much of
the owner’s personal and financial
data—not only what the device itself
contains but also what is accessible
through the Internet.

Unfortunately, smartphones are
still mostly secured with authen-
tication mechanisms that predate
mobile devices—namely, personal
identification numbers, which orig-
inated with the development of au-
tomatic teller machines in the late
1960s, and passwords, which were in
use long before computer systems.
However, typing a PIN or password
on a small handheld device, espe-
cially if you're walking or engaged
in another activity, is more cumber-
some than doing so on a stationary,
relatively larger ATM keypad or computer keyboard.

The first attempt to adapt user authentication to the
smartphone’s small form factor came in 2008, when An-
droid introduced its optional pattern lock system, which
requires users to swipe a finger across a particular se-
quence of dots to unlock the device, as Figure 1 shows. De-
spite being more error-prone and slower than traditional
PIN/password entry, many users prefer pattern lock due
to its playfulness and ease of use.l On the downside, the
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Figure 1. Android pattern lock authentication system. (a) Users swipe a finger across a specific sequence of dots to unlock the device.
Although fun and easy to use, the systemis vulnerable to (b) smudge attacks and (c) shoulder surfing. (Photo: Doris Hausen)

practical password space is limited?
and the system is susceptible to both
smudge attacks and shoulder surfing.3

The challenge faced by system de-
signers is to make smartphone authen-
tication both secure and usable. Au-
thentication could easily be made much
more secure than it is now by ignoring
user needs, but given that the average
user unlocks his or her phone 50 times
per day,% au thentication must be fast
and convenient or most users will dis-
ableit.

In recent years, researchers have
spent considerable effort exploring al-
ternative smartphone authentication
methods. The diversity of use cases
precludes a universal solution—for
example, a mobile banking app would
probably prioritize security over ex-
ecution time. However, three well-
known general approaches, alone or
in combination, appear promising for
many scenarios: “something you are,”
“something you know,” and “some-
thing you have.”

BIOMETRIC
AUTHENTICATION

Many computing systems use biomet-
ric authentication, including finger-
print, iris, face, and voice recognition.
Smartphones have likewise begun to

incorporate such “something you are”
systems, but these systems present nu-
merous challenges.

Fingerprint authentication
Fingerprint scanners are commonly
used in industry, such as to clock in
and out of work or access restricted
areas, and are now appearing in theme
parks, such as Walt Disney World in
Florida, and other commercial venues.
Fingerprint scanners have also been
developed for a growing number of
consumer devices ranging from lap-
tops to personal safes to cars.

Many smartphones include finger-
print sensors to simplify unlocking.
Apple's Touch ID technology, offered
in selected iPhones (and iPads), is
the most notable and has motivated
other companies including Samsung
to incorporate similar technologies
in their devices (http://webcusp.com
/list-of-all-fingerprint-scanner
-enabled-smartphones). Some online
services also support phone-based fin-
gerprint authentication. For example,
two UK banksrecentlyannounced that
customers with iPhones could access
their accounts using Touch ID.

Despite its ease of use and relatively
low implementation cost, finger-
print authentication has some major

drawbacks. First, injuries such as cuts
and burns, as well as environmental
factors like moisture, sunscreen, ink,
and dust, can interfere with readers. In
addition, fingerprints can’tbe changed
once they're compromised and yet are
highly exposed to theft because gov-
ernment agencies around the world,
as well as many companies, collect and
store them. Furthermore, after Touch
ID’s launch, researchers were quick
to expose the technology’s vulnera-
bility to spoofing by photographing
a latent print on the device and using
this to create a fake finger.6 Another
disadvantage of using fingerprints for
authentication is that it could imperil
users’ personal safety: a committed at-
tacker might well remove your finger
if that's the easiest way to access your
bank account.

Face and voice authentication

Face and voice authentication, which
are available on some Android and
Samsung Galaxy phones, are emerging
alternatives, but existing implemen-
tations are unreliable—critics claim
they can be fooled by showing a digital
image, or playing recorded voice com-
mands, of the authorized user. Apple
and Google, among other companies,
are striving to make these technologies
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Figure 2. Example of a user-generated, free-form multitouch gesture. Unlike the
Android pattern lock system and graphical passwords, gesture-based authentication
lets users create both complex and simple, easily repeatable secrets without the need

for visual cues.

more robust—in the case of face recog-
nition, by adding facial gestures such
as smiling—but physiological traits
alone might never provide sufficient
security for some scenarios.

Behavioral biometrics

To address the above challenges, re-
searchers are exploring the possi-
bility of incorporating behavioral
biometrics—the unique ways users
perform actions such as entering key-
strokes or touching the screen—into
smartphone authentication. For ex-
ample, the system could determine
whether the rightful user entered a
PIN based on tapping behavior.” Al-
ternatively, the system could monitor
smartphone usage and, if it detects
anomalous activity, lock the device.®
Whether the specific action that
serves as the basis for authentication
isinstantaneous or continuous, implic-
itness is a critical usability property:
ideally, users shouldn’t have to think
about what they're doing.

Not a panacea

Compared to traditional smartphone
authentication techniques, biometric
authentication offers the possibility
of faster, easier access, which in turn
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should motivate more users to activate
the system.? However, in contrast to
PINs and passwords, which are deter-
ministic, behavioral biometrics are
heuristic and thus can have high false
rejection rates. Incorrectly denying
access is extremely annoying and can
quickly lead to user opt-out. Further-
more, many people have privacy con-
cerns when it comes to providing bio-
metric data. Given these limitations,
biometric solutions will likely need to
be backed up by another authentica-
tion system.

GESTURE YOUR PASSWORD
Gesture-based smartphone authen-
tication relies on user-generated,
free-form doodles or swipes instead
of typing an (alpha)numeric secret.10
Figure 2 shows an example gesture
consisting of two squiggly lines cre-
ated with two fingers.

This “something you know” ap-
proach has several advantages. First,
gestures let users create both complex
and simple, easily repeatable secrets
without the need for visual cues such
as those required by Android’s pattern
lock system. Second, for some users,
employing motor memory can make a
secret easier to recall. Third, gestures

can be captured by the device’s camera
as well as the touchscreen.!! Finally,
the playfulness of gesture-based au-
thentication enhances its likeability.
Researchers are also exploring the
integration of gestures with physio-
logical and behavioral biometrics: to
help compare user-generated gestures,
the system uses machine learning to
assess unique individual character-
istics such as hand size, the pressure
applied by the user, and the speed with
which the user creates the gestures.!!

IS A PICTURE WORTH

A THOUSAND PASSWORDS?
PINs and passwords have the disad-
vantage of being vulnerable to shoul-
der surfing by others in the user’s
vicinity. One way to address this prob-
lem without changing the smartphone
hardware is to employ graphical pass-
words.12 With this approach, the in-
terface itself reveals little if any of the
authentication process.

SmudgeSafe is a novel “something
you know” system that uses geomet-
ric transformations of background
images to secure a graphical password
against shoulder surfing as well as
smudge attacks.3 As Figure 3a shows,
to authenticate, a user must draw a
shape between different locations in
the image known only to the user. In
addition, as Figure 3b shows, the sys-
tem randomly rotates the image be-
tween specific values to minimize the
risk of smudge attacks.

A major problem with graphical
password systems is greater input
complexity, which increases mental
demand and reduces authentication
speed. Such systems are inappropriate
for mobile contexts that require much
user attention.

HARDWARE-BASED
AUTHENTICATION

Standard two-factor authentication
systems demonstrate that adding
hardware to the process can signifi-
cantly strengthen its security. A
promising new approach leverages
the capacitive touchscreens used by

WWW.COMPUTER.ORG/COMPUTER



mobile devices to relay signals to the
system software.l®> The touchscreen
is typically tuned to the capacitance
of a human finger, but researchers
have demonstrated that it can also
be stimulated by carefully crafted
electronic pulses. Thus, easy authen-
tication could be achieved via an ex-
ternal device such as a smartwatch or
smartcard-embedded ring.

It's unclear, however, whether us-
ers, if given the choice, would gener-
ally accept this “something you have”
approach. Having to carry additional
and potentially expensive hardware
is burdensome, and would have to be
seamlessly incorporated into users’
daily routines. The increasing popular-
ity of wearable technologies is a major
step toward minimizing this burden.

Ithough researchers have stud-
ied user authentication for
decades, the advent of mobile
devices has significantly shifted the
design goals. For people on the go who
are continually activating their phone
to access various types of services, an
authentication system must not only
be secure but also convenient and easy
to use for it to be widely accepted.
Experience shows that a single
authentication solution is imprac-
tical across multiple platforms and
contexts. This presents a particu-
lar challenge in the case of smart-
phones, which have become a nearly
universal tool for a wide range of
social and transactional purposes.
Authentication must be adapted to
individual devices’ capabilities and
form factor. Likewise, it must be
suitable for the task at hand: fallback
authentication—gaining access to
your device after locking yourself
out—is totally different from log-
ging into a social network.
Fortunately, hardware and soft-
ware innovations are enabling novel
ways to make smartphones more se-
cure as well as to improve the user ex-
perience. Who would have believed 10
years ago that voice, fingerprint, and

(b)

Figure 3. The SmudgeSafe graphical authentication system is designed to minimize
vulnerability to both smudge attacks and shoulder surfing. (a) To authenticate, a user
must draw a shape between different locations in the image known only to the user.
(b) The system then randomly rotates the image between specific values.

face recognition would be available
in a pocket-size device, or that users
could authenticate with a finger ring
or through gestures?

There’s nothing wrong with having
several authentication systems—even
in a single device—as long as they're
complementary and don't detract
from the user experience. However,
this requires extensive evaluation
of which approaches are appropriate
for different scenarios. For example,
speed might be prioritized for device
unlocking, security for mobile bank-
ing, and memorability for fallback au-
thentication. Instead of a one-size-fits-
all approach, researchers should focus
on solving specific use cases and then
integrating the resulting solutions.
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